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PERIMETER SECURITY FOR
TELECOMMUNICATION WITH
EXTERNAL ENTITIES

E LIVE IN AN

“lnformation  Age."

A new infrastruc-

tufe, & pervasive met-
work of electronic processing and
relecommunication, s impinging on
the millions of business, governmen-
tal, educational and personal enter-
prises in the world and the interactions
among them,

When a culture experiences such
fundamental change, both problems
and benefits may occur, One imme-
diate, practical problem confronting
businesses and other omganizations is
how to deal with a new exposure that
threatens them,

Background

The problem first presented itself
some years ago when computer
hackers discovered clever, often
playful, ways to wse and experiment
with telecommunications. In many
cases, the hackers invested much time
in penetrating the computer environ-
ments of various entities,'

Twpically, the hackers' motives
were not personal gain, but “fun.”
“Compater environment'™ in this context
vn s |!||; |,||||1|1|Iu1:n::-d'| of all che LCHMPILET
facilitics ond the internal telecommunication
||q,'l;u||r||.|'\-\.| o &n CIeEPEILRs, Ifll.'l-.ll.‘lll'lﬂ the
hardware and woftware of mainframe comgp-
Iees, as well as muinl- amd micro- ORI DT 5.

However, their pranks jeopardized
medical, povernmental, educations]
iI.I'IILI ]'I“HI“I."."\.‘\ rl.'\':'l.'ll'l.lh-

More pecently, some highly malented
-l_'-l_!l|'|'|F'i|.|.t-l_"r -l.":!;]'ll\_':l't.\"j ]'l;l"«"-l.' :l:l."l:ll.' 'l'a'f"
bevond the bounds of the original
hackers, At times, these experts [ some
of whom may be geniuses) seem o
be driven by the ambition to damape—
or toy with—the institutions of our
society. Possibly, their real desire is
tar flex thelr mental muscles.

The much-publicized computer
viruses are often the work of such
CXpeTis [t is mow common l-:nlm'ln';.'_l.'
that these programs can destroy
compuber files at pri-set future times
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or when certain events occur. The

ProZrams can n:}'.-T-;:uJun::.' themselves IF I'l's IMP“HTA"T o" T“E l":lnE’
and propagate within a computer

environment. The potential devasea- F"Tn B“m sul n" T"E n““ln!-
tion is alarming. ; . : !

entect by ths trend toward. “any-to-any ® Confirm the unaltered status of confidential data

connectivity! in modern computer - : :
environmenes. Even though such ® Provide evidence of unauthorized entry

connectivity can improve perfor- Call Budco for —
mance, it may also help an oursider ® Free samples
roam through the computer environ- ® Custom or personalized seal information
ment at will. ® Mow available in two sizes:
214" x 4" Regular Seal

115" x 215" Mini-Seal

Perimeter security

e ’ NPT - niil @]

To protect :hcj computer environ I“Emfd'*‘;;:_r: SEALED BY THE
ment FI'I.1I'I:'I. .-:|1:|I!.1'-.|-:_‘|g' |‘:-¢'|:|..|.~t|':_.:t:||;1n :|nd permanend aghesive, and AUDITﬂn
COMPUnET viniscs, OTganizanons |'IL'T.'I.|. T Shrevighh, ao-grain

: i 12 i N, IO TR
o adopt new .|]'|]1r|.:|.|.-: hes, In the [ast, o security, | PER i ) -
for example, a particular company's

DATE . : e ——

telecommunication may have been
confimed to a "closed™ internal

network of leased lines. Outsiders had B"dm T A T R T T T
no means of access.
The Securily/ldentification Company for Over 25 Years.

This same company may now have PO
nncilled ca e el i 0. Box 3065 TOLL FREE:  IN OKLAHOMA
d gateways, allowing outsiders Tulsa, Oklahoma 74101 1-800-331-2246 CALL COLLECT: 918-252-3420
o access certaim b|.|ﬁ-|rll:'55 S'P'EEL'mﬁ-

Although this arrangement offers
business advantages, it also introduces
opportunities for outsiders to attempt EFFECTIVE EDP AUDITING
unauthorized access and ampering.
For increased protection, computer
operations should establish a perime-

CONSULTATION & EDUCATION
ter security layer in addition to # Keys to Effective EDP Audiing v Auditing Systems Development

existing controls within the computer - = & 5
environment. This additional proeec- v Audiing Computer Applications v EDP Audit Techniques

tion can be provided by what the " Auditing Computer Operafions " Chapler Presantasions

authors propose to call an electronic

"escort systermn.™ John D. Tongren « Tongren & Associales
In basic terms, am cscort system 3849 J“-Pll'EWDﬂd Lang » MLIBJEEQUH. MI 49441 « 616-780-4440

functions so that an outside entity (a
person of a computer) reaching a
Eateway s first r|.':|.|5|.|'i:r:'|.| 0] r\-r-l,rl.-'i-:,{:_' nuu"- F.l HH EHT
identifying information together with HlHE and TIME MANAGEM
a password. The escort system imme- MICROCOMPUTER ALMT SCHEDULER MICAOCOMPUTER ALEIT TIRE
dintely retrieves a menu of the bus-

ALDAT WAL B FRSLONE R ANDE STEF
ERarm i [ Pl P ) BT T S TER
SR T FOR ALRHT

USILFDATED TR

ERPOEE R0 IRE PORTEG
SOOI TIvE TIGRE IS5, i T
HAAE VST $r oo

SCHEDRLES P TO 1 WEAR B ADAAKCE
GRARTT CHANTS BY ESFLOYVLES O BIRHE
BEEPCEAT B OV EE 5 W0Rs] SO DAL T

Fl POEAT G O SURHT 5 Y e [HALL

Pl PR S A HTOR A AL TR
FlPCHAT S SCHDDARLE CORE LECT S

el R T ARG R TS M RO AR

*Some readers may be familiar with the T-layer
model for “Open Systems Intesconnection'
established by the International Standards
Crgnndextion. The secugity idess in this papes

E B EE R EN
LE BN B I

are in lime with that model. They apply to the AUCHT RISK SYSTEM fas o AUDITTIME OPTIOHRAL MODULES FOR:
same layvers, Perimeter congrol via an esoosr LS <l I T RATEN 5 GUASED (NSNS

> 5 2 . " v AT RECOGmEE ST R8N RE PO Ml
systemn figs into |_.1'.-.r.- 5 and 4; the controls FOR ﬁ;‘ﬁ-’m ﬁl‘-:;:‘ﬁlﬂ‘i * ALDIT TR BLOGET AND WARIARCE ALPOAT
thar exisr ar the dars access lewel fir into layer U T —— " "FEH“.E :_'llu.‘:._-l-lc *~-.--l-lf'.l'«lI-.'l"l-lnt_'li-.‘::-:“_‘I RS
5. A corresponding situation prevails, of PO 0N M43 * COMPE BN THRE TRACR )
3 2 hr COLUMBI, OHED 81338 = ALCHRON TRAD COSTIMG
IR, for SMA layers. A Cadgd  dAE-TEE-Bd Il AT CETOF Ol T il i SO Tl
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iness systems that are authorized for
that entity, {The menu may of may
not be presented to the outsider. In
the latter case, the outsider would be

. ——— e ]

“The escort concept is
still appropriate when a
telecommunication
connection is initiated by

one's own company.”

required to know his menu options,
thus adding further security. )

Upon selecting 2 menu option, the
outsider is next given a computer
facility or screen that is within the
selected system. The outsider is thus
"escorted” from the perimeter of the
computer environment directly into
the authorized business system.

A further pmwurd and or other
identifyving information may then be
required. In any case, the key point
of an escort system is that an outsider
reaching a gateway will nor obrain a
general facilicy or entrance screen of
the company s network or operaring
software; nor will he be given a
eapability for inputting commands to
the network or the operating software.
Thus, the outsider will nor be
“favited" ro browse or fo attempt
unauthorized access.

In general, such an escort service
would be operated by an intelligent
controller (that is, a computer device)
protecting the gateways into the
network, thereby providing security at
the perimeter of the computer envi-
ronment. Security systems of this
peneral type are starting to be seen in
a number of different industries,
including banking, insurance, public
data nerwork services, and computer
consulting and software.

Once an escorted entry has been

made into a business system, further
security measures are needed ro
protect against access elsewhere.
Ideally, a system would escort the
outsider back our of the computer
environment upon normal or abnor-
mal termination of a computer job.

[n some instances, a business system
may internally generate a sign-on o
another business system. Such further
preess for an external entity (better
yet, for any user) should be approp-
riately controlled.

The “clear screen’ option may
prl_:'.'l..h- the OppOriunity o obtain
further access and could lead to
unauthorized roaming abour the
computer environment, This option
should therefore ot be available wo
outsiders unless adequate control over
LB s |!1.:|:-. |5-e'|.'r|. 1.'.‘|-1i'||'|]l!1]1L'\'I.I.

The escort concept is still appro-
priate when a telecommunication
connection s initiated by one's own
company. In that case, protection is
needed against potentially  harmdul
content concealed in subsequent
telecommunication from the cutside,

Even though an escort system adds
significant protection to thar provided
by controls at the data access level,
it iz only one part of the control
seructure needed to address external
telecommunication. Two  other
important components, taken
together, are called “message authen-
tication.”

As in the escort system, the first
component requires positive confie-
mation of the ouwsider's identity.
Confirmation may be obtained by one
or more passwords, by the ability to
provide private data when requested,
by the ability to respond correctly to
a variable challenge word, and =0 on.

In the case of an attempted dial-up
connection, special procedures or
devices are used for -u:r.-nr'irmim:
identity. One method vses o commer-
cially-nvailable callback dewice. It
requires the caller to disconnect and
then o await an automatic callback
at the external entity's telephone
numb-vr |:1!|'- n.'-:'l::u:'l.‘l_

Another method, even more effee-
tive, is to require the caller to use a

This proven software lets you

Prevent and/or Cure

Computer Viruses

A revolutionary new program, PG
Auditor* now detects, identifies, and
reports ower 30 known and suspad
viruses in any IBMABM compatible PC.
It even expozes suspecis.

Itz Awdit Manual and Audit Program
provide steps you can lake 1o remove
viruses and protect your company's PCs
against future exposune.

The basle functlon of PC Auditar
Rx* iz to audit computer disks and
repart emors, misuses, or deviations
fram acceptable control standards. It
can even axamine erased or hiddoen
files. Al without risking alteration of data,
The Virus Pravention/Cure i its first

anhancamant.

Owar 150 companias Lsé our prod-
ucts today, Bankers: This product
guarantess compliance to F.F.LE.C.
Circular 8226,

Prica:5785.

Full 30-day money-back guarantee.
Full-program TEST PACK: S50,

Mail coupan today, call 804- 237-8356
of your soffware deabar.

—'—————-_---1‘

I O Enclosad is my chack lor §
Purchase Ordor #
| Send me_____copies of PC Auditor Ax®

| a1$795 USD each, 02 1/ OS5 14"
| 0 Enclodad & my check for 50, Send

| TEST PACK. (No G.O.DU)
I 0 Charge above o credt card #

0 Visa OMc: »
| Exp Signatuni —
| 0 sendmore data. Or call
I Mama
| company Dapt.
| Address
] City Stata Zip__
. Couniry
j o Feguast & quote on larger quantiies i
3 B0AG chtcounis
L--——-———H_-

“Tradamark of TACT Specialists, inc.

175 "

Specialists, Inc.
P.O. Box 4691 Lynchburg, VA 24501
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hardware device known as a "token"
when requesting the relephone con-
nection, Tokens are essential if the
caller {perhaps a sales representative)
places calls from different telephone
locations.

The second component of message
authentication is the assurance of the
integrity of transmitted messages—
that is, the assurance that no message
or part of a message is repeated,
altered, or dropped. Contribution to
such assurance may be made by the
telecommunication ground rules
known as “protocols,” by wvarious
commercially available devices and
software packages, and by the complex
scrambling of messages via encryp-
[AE§ TR M

Security within a computer envi-
ronment

In addition to an escort system and
message authentication, effective
securicy requires key administrative
and data access controls as well as
program change management proce-

dures, Umbrella security packages
{such as RACF, ACF2 and T T8 Secret)
should be installed to restrict access
to electronic syseems and files, data
elements, and programmed user func-
tions. [Protection is most effective
when such security is installed so thar
access is denjed whenever not specif-
ically authorized. In the event security
were ever lifted, processing should
SEOp. )

Program change management
procedures should be insticuted o
prevent the updating of production
programs by other than authorized
individuals. Tl"u.'h{' |'|r|.:u.'{'d||r|:.5 would
also provide an audit trail of updates.

Long-term backup procedures
should be developed to provide pre-
infection copies of software for
recovery purposes in the event of a
virus arcack. { Long-term ]1:q|;k|,|]1 i%
especially important for recovery
from “dme-hbomb™ delay viruses,)

Computer personnel should be
instructed that, in the event of unusual
computer performance or a strange

processing problem, one of the pos-
sible causes may be a virus, Personnel
with appropriate expertise should deal
with the situation. Backup programs
and files showld noe be used wneil the
rradters are resofved,

A sccurity awareness program
should be conducted on an ongoing
basis to publicize precoutionary mea-
sures, For example, downloading
programs from public bulletin boards,
using personally acquired software on
corporate equipment, and executing
programs from uncertain sources
should all be -|'|-|.|'I'|.:'|W|._u.|. Emp[l:llr'l_ﬂ
should be required to sign a statement,
preferably every year, acknowledging
individual responsibility for com-
pliance with corporate security pol-
icies and procedures,

Beyond the above controls and
additional “environmental” contrals
{which need not be delineated here),
there will be application controls
specific to each business system, Even
if the overall control structure for
using a business systemn seems satis-

WATCHDOG" PC Data Security is
the most comprehensive security
package available for IBM PCs and
compatibles. It is the leading PC
data sscunty system for business,
LS Government, and the Armed
Forces. The Nutional Computer
Secunty Center of the Department
of Defense has placed Watchdog on
s Ewvaluated Products List For
Trusted Compurer Systems.
Warchdog features include;

o IDx and passwords. o User per-
mission levels. @ Automatic en-
cryption of sensitive data, = Awdit
trails. & Area menus. @ PC boat
protection.

WATCHDOG" ARMOR is a

half-card that offers additional se-
cunty features that work in combi-
pation with the Watchdog secuwrity

Can you spot who’s accessing sensitive
PC data without authorization?

Fisgcher International Systems Corporation offers a complete line of PC daia
securily products be elfectively saleguard your dala against unavihorized use.

software. It provides increased lev-
els of protection for those PCs that
require it. Watchdog Armor offers
these added secunty [eatures:

& Data Encryption Standard (DES)
algorithm in hardware. « Hardware
system bool protection. e Secure
clock that prevents tampering.

MAILSAFE ™ s 4 PC communi-
cations seccunty product that imples
ments the patented RSA Public Key
Cryptosystem,  MailSafe provides
these secunty features for PC-1o-PC
communications via LAN or over
phone lines wsing vour existing PC
communications software:

& Ensures privacy of data by wsing
public key encryption. & Verifics the
integrity of data transmissions, e
Digital signmafures authenticate the
semder’s identity.

CALL US TOLL-FREE TODAY.
RiW-23T-4510

jia Fiorde cadi §53-843- 15000

- FISCHER

INTERNATIONAL

B RFP A AWIT AT RS

Copyraght B 10 Facasy Wasinalossl Byilies Co-
PoRELEn WAKREG] 8 & fefedieced Dslermark of
Tincr! Wb rabind Syine il Coiponabon. Waizhaog
Rimde f § Zenark o Fischar insrnabons | Sypesg
Chiparatas. WulSale v » radeners of ASA Dgls S8
cxriky, Ire
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factory, it may still be necessary to
get an external entity to commit to
it. A signed agreement with the
external entity which requires com-
pliance with the established controls
and with other appropriate security
measures may be needed,

Perimeter security in the future

An even sironger perimeter control
over external telecommunication, an
“intellipent messenger systerm,'” may
become the perimeter security system
of the furure. This approach repres-
ents an improvement over the escort
systern; and, in a simpler form, it is
already being used for some on-line
indquiry systems,

Here is how the simpler version
works: im an on-line inguiry system
that permits external access, the
outsider is served at the perimeter of
the internal network (that is, at a
gateway) by an electronic mes-
senger.” The messenger carries
inguiries to the business sysrem and
brings the requested information to
the outsider. The owsider does nor
eitter the computer environment, (A
commercially available device for this
specific purpose has been used as the
controller that runs the incelligent
MESSCEET SYSem. )

In the future, not only inguiries, bt
all transactions from external entities
could conceivably be handled in a
similar manner by an imtelligent
messenger system. Such a ayatem
might reformat all incoming transac-
tions, generating the actual input 1o
be applied and delivering it to the
appropriate business system. Since the
rransactions would be executed from
the reformatted input (which is
intermally gencrated), the intelligent
messenger system would, in effect,
block computer wiruses and other
surreptitious inserts by outsiders (if
the design of the reformatting were
clever enough ). Specific virus-filtering
techniques might also be introduced
at this point in the processing logic.

An elecrronic messenger could
deliver on-line ourtput from the
business system to the controller at
the perimeter of the nerwork for

relaying to the outsider. Exrernal
entities could not enter the computer
environment—mnor even for providing
inpaut or for receiving outpu,
Beporis indicate that plans for
preliminary versions of intelligent
messenger systems are already on
some drawing boards. However, an
appreciable development effort will be
required before the concepe is adap-
rable for peneral use. Specific devel-
opment will be needed for each
business syspem, particularly for the
reformatting of the input, although
some general-purpose routines may be
developed to assist in that process,
The isolation of oursiders by incel-
ligent messenger systems would go
considerably beyond that provided by
an escort system, and intelligent
messenger systems could murn out o
be one of the ultimate answers o
external tampering and the wvirus
problem. Until such a system is widely
available, however, the controls
within a computer environment
should be supplemented by an escort
system, thereby adding a needed layer
of perimeter security. OF course,
utilizing an escort system would not
obviate the need for waking suitable
actions against the threar of internal
tampering, errors, and frawd.

Conclusions

Companies using busimess systems
which relecommunicate with the
outside must utilize new approaches
to protecting the computer environ-
ment. A control mechanism, an escort
system, should be added now, thus
providing a perimeter security layer.
In the future, an even stronger control
may be provided by intellipent mes-
senger systems, Also, existing security
awareness and controls must be
maintained.

In essence, companies face these
options in dealing with telecommun-
ications security: { 1) refraining from
external telecommunication; (2)
accepring the risks involved in present
systems; or [ 3) establishing a higher
level of security such as the escort
systemy and the intelligent messenger
SYSLEMm. i
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